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IToJs10:kenne
00 obecneyeHnHU 0€30NMACHOCTH ABTOMATH3HPOBAHHOM MHGOPMALMOHHOM CHCTEMbI
MyHMIUIIAJIBHOTO OI0IKETHOT0 JOMIKOJbHOI0 00Pa30BaTEJIbHOI0 YUPEKIEHUSI TeTCKOI0
cajga oomepaspusaomero Buaa Ne 4 «30/1071oii KJIIOYHK» ropoaa 3apuHcka

1.001mume noJioskeHust

Hacrosiuee [lomoskenue ompenenser TpeOoBaHus 1o oOecneueHHI0  0e30MacHOCTH
aBTOMAaTHU3UPOBAHHON MH(POPMAIMOHHON cucTeMbl (nanee - ANC) MyHunmnaibHOro OO KETHOTO
JIOUIKOJIBHOTO 00pa3oBaTelbHOTO YUPEXKACHUS JETCKOro cajaa odmiepasBuBaromero Buga Ne 4
«30J10TOH KIIHOYMK» ropojia 3apuHcka (nanee — Onepatop).

AUNC npencrasnsier coboit IT-cuctemy, npenHa3Hau€HHYIO JJii aBTOMAaTU3ALMU IPOLIECCOB
dbopmupoBanus, 06pabOTKU U aHaiIM3a WH(GOPMAIIMU MO OCHOBHBIM HAIPABIICHUSAM JIESTEIBHOCTH
Ornepatopa.

OcHOBHBIMU (YHKLIMOHATIBHBIMHU BO3MOKHOCTsIMU AVIC OnepaTopa sBISIOTCS:

-popmupoBanme, xpaHeHue W OOHOBICHHE CBEIEHHH O CTPYKType MOIpa3AeieHUui, TPy
Onepatopa;

-popMupoBanme, xpaHeHHE M OOHOBJICHHE CBEICHHH O IMEJarori4eckOM COCTaB€ M HHBIX
COTpYyIHUKaAX nojpasaenenuii Oneparopa;

-popMupoBanme, XpaHeHHE W OOHOBJIIGHHE CBEIACHWH OO0 WHIMBUAYaJbHBIX IUTAaHAX pPaOOTHI
MeAarorn4eckoro coCTana;

-popmupoBanmue, XpaHeHHEe W OOHOBJIEHHE CBEACHHWI 00 y4yeOHOM IUTaHE W MHBIX IUTaHAX
Onepatopa;

-opMHUpOBaHUe, XpaHEHHE U OOHOBJICHHE CBEICHUI O Harpy3Ke MeJarorudeckoro cCocTana;
-opMupoBaHue, XpaHeHHE U OOHOBJIEHME CBEJICHMH O HayyHOH M Yy4eOHO-METOIAMYECKOU
auTepaTtype (MEeToAMYecKre PeKOMEHIAINH, yaeOHbIe TTOCOOHs, MOHOTpauu, MyOIUKALUH, HHOE),
BKJII0Yas pa3pabOTKH MeJaroru4eckoro cocTana,;

-popmupoBanme, xpaHeHHWe W OOHOBIIEHHE CBEJICHHH O BOCIUTAHHWKAX M WX 3aKOHHBIX
IpEeCTaBUTENSX;

-popmMupoBaHue, XpaHeHHEe U OOHOBJIEHUE CBEICHUN O pe3ysibTaTax 00pa30BaTeIbHOIO MIPOLIECcCa;
-aHaIUTUYecKask 00paboTka MHPOPMALIUK O MPOBEJCHUH 00pa30BaTEILHOTO MpoIiecca.

B kauectBe undopmanuu, noanexanieit 3ammute B AIC Oneparopa, paccMaTpUBarOTCS:
-[IepCOHAJIbHBIE IaHHBIE TTEJarOTMYeCKOr0 COCTaBa U MHBIX COTPYIHUKOB;

-IIepCOHAIIbHBIE TaHHBIE BOCMTUTAHHUKOB, B TOM YHCJIE U JaHHBIC 00 WX 3aKOHHBIX MPEACTaBUTEISX;
-[IepCOHAJIbHBIE IaHHBIE COTPYIHUKOB aIMUHUCTPATUBHO-X03IHCTBEHHBIX MOPa3/ICIICHUM.

[Ipu obecneyeHun O€30MaCHOCTH MNEPCOHAIBHBIX JaHHBIX B  MH(GOPMAIMOHHON cuHcTeMe
OmnepaTop pyKOBOJCTBYETCS CIEAYIOIIMM: BBIOOP CPEICTB 3alMThl MHPOPMALUU I CHCTEMBI
3alIUThl  NEPCOHAJBHBIX JAHHBIX; ONpPENENCHUE THIA Yrpo3 O€30MacCHOCTH IEePCOHATBHBIX
JAHHBIX, aKTYaJbHBIX A5 MH()OPMAIMOHHOW CHCTEMBI; YCTAHOBJICHHE W OOECIeYeHHE YPOBHS
3alIUIIEHHOCTH TEPCOHANbHBIX B HMHQOPMAIMOHHOW cuctemMe mnpousBoautcs Oneparopom B
COOTBETCTBUM ¢ TpeOOBaHMSAMH K 3allUTe MEPCOHAJBHBIX JAaHHBIX HpU HX 00paboTke B
WHPOPMAIIMOHHBIX ~ CHUCTEMaX TIEpPCOHAIBHBIX  JIaHHBIX, YTBEPXKIEHHBIX ITOCTAHOBICHHEM
[TpaButenscTBa P® ot 1 HOos6ps 2012 1. N 1119.

OCHOBHBIMH TPYIIIIaMH yTPO3, HA IPOTHBOCTOSHIE KOTOPHIM HAIPABJICHBI 1SN U TPEOOBAHUS
0e30IMacHOCTH, SABIISIIOTCS:

-yIpo3bl, CBA3aHHBIE C OCYIIECTBICHHEM HECAHKIMOHHUPOBAHHOTO J0CTyrna (03HAKOMJIEHMS) C
uHpopManuel, coaepkalield CBeeHUs O MEPCOHAIBHBIX JTaHHBIX PAOOTHUKOB U BOCHHTAHHUKOB,
npu ee 00pabOTKe U XpaHEHUU;



-yTpO3bl, CBSI3aHHBIE C HECAHKIIMOHMPOBAHHBIM KOIMPOBAaHMEM (XMILEHMEM) HWH(pOpPMALHUHY,
coJiepKalieil CBeCHUs O MEPCOHAIBHBIX JAHHBIX pAaOOTHUKOB M BOCHHUTAHHUKOB,

-yTpO3bl, CBA3aHHBIE C OCYHIECTBICHMEM JOCTyNa K HH(pOpMAlMH, COAEp)Kalleld CBEIEHHUS O
NEPCOHANBHBIX JAHHBIX PAOOTHUKOB M BOCIUTAHHUKOB, 0€3 pa3pelieHus Ha TO €€ BIaJeibla
(cyOBeKTa epcoHAbHBIX JTAHHBIX);

-yTpO3bl, CBSI3aHHBIC C HApYLIICHHEM IOPsAIKa JOCTyna K MH(OpMAIMH, coIepKalleil CBEIeHUs O
HEPCOHAIBHBIX JAHHBIX pAOOTHUKOB M BOCIMTAHHUKOB, [I€PEIAaBAEMOM 3aMHTEPECOBAHHBIM JINLAM;
-yTpO3bl, CBS3aHHBIE C IEPEXBAaTOM HH(OPMAIUK, COACpXKAlIeH CBEACHUS O  IEPCOHAIBHBIX
JAHHBIX PAOOTHMKOB M BOCHMTAHHUKOB, M3 KAHAJOB IE€peJadyd JaHHBIX C HCIIOJIb30BaHUEM
CHELMATU3UPOBAHHBIX IPOrPAMMHO-TEXHUYECKUX CPEICTB;

-yTpO3bl, CBSI3aHHBIE C TTOTepei (yTpaToil) nH(opMaIiy, coaepKaliell CBEJICHUS O MEePCOHATBHBIX
JAHHBIX PAOOTHUKOB M BOCIIMTAHHMKOB, BCIEACTBHE COOEB (OTKa30B) NPOrPaMMHOIO U
anmnapaTHOTo 00eCIeueHus;

-yTpO3bl, CBA3aHHbIE C BHEIPEHUEM KOMIIBIOTEPHBIX BHPYCOB M JAPYroro BpPEIOHOCHOTO
MPOrPaMMHOTO O00OECTICUEHUST;

-yTpO3bl, CBA3aHHBIE C OCYLIECTBICHUEM HECAHKLIMOHUPOBAHHBIX MH(OPMALIMOHHBIX BO3ACHCTBUI
(HampaBJICHHBIX Ha «OTKAa3 B OOCITY)KMBAaHUW» JJIsi CEPBUCOB, MOIU(PHUKAIINIO KOH(UTYPAITMOHHBIX
JTAHHBIX IPOrPaMMHO-ANMNapaTHBIX CPEACTB, OA00p ayTeHTU(UKAMOHHONW HHPOPMALIUY U T.I1.).
@yHKIMOHAIbHBIE TPEOOBaHUS 0€301aCHOCTH OXBATHIBAIOT:

-Tpe0OBaHNUs K OCYILLECTBICHUIO ayiuTa 0€30M1aCHOCTH;

-Tpe0OBaHMUs K 00ECTIEYCHHIO MTOUTMHHOCTH CYOBEKTOB 0OMeHa WH(pOpMaIneH;

-Tpe0OBaHUs K KpUNTOrpaduueckoi MoaiepiKKe;

-TpeOOBaHUsI K 3amuTe HWHPOPMALUHU, COIACpXKAIEH CBEICHUS O TMEPCOHAIBHBIX IaHHBIX
pabOTHUKOB U BOCIIUTAHHUKOB;

-Tpe0OBaHMUs K UACHTH(HUKAINY U ayTeHTHUPHUKAIMK noip3oBareneid AVC;

-Tpe0OBaHMUs K YIIPaBIECHHIO 0€30MaCHOCTHIO;

-Tpe0OBaHMUs K 3alIUTE CUCTEMBI 0€30IIaCHOCTH

2. OcHoBHbIE (pyHKIHOHAIBHBIE BO3MO:KkHOCTH AUC, cBA3aHHbIE
¢ ob0ecnieyeHnem 0e30MaCHOCTH (3a1UTON MHPOPMALMH)

2.1. 3ammTa JaHHBIX M0JIb30BATEIN

ANC pomxHa OCyHWECTBIATh (YHKIMH M TOJUTHKY H30MPATENbHOTIO (AMCKPELHOHHOIO)
ynpaBieHus: JocTynoM. M3OuparenbHoe yHpaBieHHE JOCTYNOM JIOJDKHO —IPEJOCTaBIATh
BO3MO>KHOCTh OTPaHUYUBATh U KOHTPOJIMPOBATh TOCTYI K CUCTEME U K MHQOpMAINH, coaepKalien
CBEZICHMSI O TIEPCOHAIIBHBIX JAHHBIX.

Kaxnastit [lonp3oBarens, nuitatonuiicss noayuuts goctyn k AUC, cHavyana qoikeH NpoXoaAuTh
npoluenypy MACHTU(UKAMN U ayTeHTH(UKAIUY, a 3aTeM, IPU HOMBITKAX IOJIYYEHHUs J0CTyNa K
aKTHBaM, — aBTOPH3ALUIO, T.€. IPOBEPKY pa3pemieHuil [loabp30BaTens MO OTHOLIEHUIO K KaKOMY-
100 3alUIAEMOMY aKTHUBY.

B AUC noctyn x mHboOpMaluu AOKEH OBITh pa3pelieH TOJIBKO YIOJIHOMOYEHHBIM Ha 3TO
ITonp3oBarensm. Mognens 3amutel AVC nomkHa BKIIOYATh KOMIIOHEHTBI, KOTOPBIE PEAIU3YIOT
KOHTPOJIb CYOBEKTOB JOCTyMHa, ACHCTBHUN, NPEeIIPUHHMAEMbIX KOHKPETHOH CYIIHOCTBIO I10
OTHOILIEHHIO K 00BEKTY J0CTYyIA.

Kaxnprit 00bekT noctyma, npeacraBieHHbiil B AVIC, qomkeH ObITh OJJHO3HAYHO aCCOIMUPOBAH
¢ HabopoMm arpuOyTOB O€30MaCHOCTH, OMPEACIAIOMIMUX O€30MaCHOCTh 3allUIIAeMOro OOBEKTa.
Janubrii Habop atpuOyTOB AOMKEH (DOPMUPOBATHCS MPU CO3AAHUM OOBEKTa W BIIOCIICICTBUH
MOXET MeHAThcA. M3MeHeHne MX 3HaueHuil TOmKHO ObITh oOecrieueHo Toibko Ilomb3oBarensm,
UMEIOUIMM CTaTyC BIiIaJenblla O0BbEeKTa, a TakkKe CyObeKTaM, KOTOPBIM MPEIOCTaBICHbI
COOTBETCTBYIOINE TOJTHOMOYHS.

[IpaBa poctyma CcyOBEKTOB K OOBEKTY JOJKHBI OIpPENEsThCS IMOCPEACTBOM CIHCKA
ynpasiaeHuss goctynoM. CHHCOK — YIOpaBlIeHUs JIOCTYIIOM JIOJDKEH BKJIIOYaTh IIEPEYEHb



M0JIb30BATEJIeH, KOTOPBIM pas3pelieH JOCTYIl K OOBEKTy, a TakKe HabOp MAONMyCTHMBIX Haj
00BEKTOM ICUCTBUIA.

2.2. AyauT coObITHIT 6€30NACHOCTH

AUNC pomxna oOecniedunBaTh HaOOp CPENCTB ayAuTa, MpPEJHA3HAUYEHHBIX A MOHUTOPHHTA
¥ OOHAPY)KCHHSI HEXKEIATEIbHBIX YCIOBHH, KOTOPBIE MOTYT BO3HUKHYTh, a TaKXe COOBITHIA,
KOTOpBIE MOTYT IMPOU30UTHU B cucTeMe. MOHHMTOPUHI OTHOCSAUIMXCA K O€30MacHOCTH COOBITHUMN
JIOJKEH TI03BOJISITH OOHAPY)KMBATh HApYIIUTEICH OE30MacHOCTH, a TAKKE BBISBISITH IOMBITKH
HecaHKIMoHupoBaHHoro fAoctyna Kk AVC wiu noctyna k 3amuinaemMoi nagopmanuu. B yactaocty,
omnpezenss TIOJUTUKY ayAWTa, YIOJIHOMOYEHHBIM anMuuuctparop AWMC 1omkeH HMeTh
BO3MOXXHOCTh OCYIIECTBIIATH AYAUT TOJHKO HEOOXOIUMBIX THUIIOB COOBITHIA 0€30MaCHOCTH, TaKUX
KaK HeyJauHble MOMNBITKH MOJKIOYeHUs monb3oBareneil k AVC. 3amuce pe3yiabTaToB ayauTta
coObITHII 0€30MacHOCTH JIOJDKHA OCYIIECTBISTHCS B JKYPHAIBl PETHCTPAIlMU COOBITHI ayawTa,
JOCTYN K KOTOPOMY JIOJKEH OBITh pa3pellieH TOJBbKO YIOJHOMOYEHHOMY anMunucrparopy AUC.
[TpocMOTp >KypHAJOB PETUCTPALMU COOBITUH ayAHWTa JOJDKEH BBIMOJHSETCS C HCIOJIb30BaHUEM
cpencts AUC (cnenuanu3upoBaHHBIX MHCTPYMEHTANbHBIX CpeAcTB). JlaHHBIE cpencTBa JOKHBI
MPEAOCTABIATh BO3MOKHOCTh MOHUTOPUHTA U PETUCTPAIIUU TOJIBKO T€X COOBITUH ayluTa, KOTOPHIC
YIOBJIETBOPSIOT 33JaHHBIM KPUTEPHUSIM, YTO MO3BOJIUT OTPAHUYUTh 00BbEM JAHHBIX, COOMPAEMBIX O
COOBITHSAX OE30MaCHOCTH.

2.3. UnenTndpuxanms u ayreHTHPUKAL U

ANC pomxHa TpeOoBaTh, 4TOOBI BCe CYOBEKTHI JOCTYNA YHUKAIBHO UAECHTU(UIMPOBAIUCH U
ayreHTH(uImpoBanucy npu goctyne k AMC ¢ momompio BBOAa HIACHTU(HUKATOPA U TMAPOJISL.
Wnentudukanuss u ayTeHTHU(UKALUS JOJKHBI OCYIIECTBIATHCA JO BBIIOJHEHUS CYyObEKTOM
nocryna kakux-nmubo npeiicteuii. AVC nomkHa moaaepkuBath ayreHTHuKanmio [lomp3oBareneit
BMecTe ¢ X aBropusauueil. IlpexycmarpuBaercs, uro aBropu3zanus [loas3oBareneii npeacraBiser
HAYaJIbHBIM YPOBEHbB JJISl pa3peLICHMs] IOCTYIa K JIOKAJbHBIM U CETEBBIM PECYPCaM.

ANC nomxna obecrnieunBaTh XpaHeHue naposiel B mpeodpasosanHoM ¢opmare. AVC nomkHa
IPEJOCTABIIATh CPEJCTBA YCHJICHHsSI 0€30IIaCHOCTU IapoJiell 4epe3 UCIONb30BAHUE MEXAHH3MOB,
NO3BOJISIOMINX ~ ONPEAETUTh MHUHUMAJIBHYK JJIUHY, Bpems JedcTBUs (MHUHMMalibHOE U
MaKCHMaJbHOE), 33/1aTh TpeOOBaHNE YHUKAIbHOCTHU (HETIOBTOPSEMOCTH) U BPEMS CMEHBI MapoJIsl.

ANC nomxHa NpeocTaBiIsATh MEXaHU3M OJIOKUPOBaHMS YYETHOW 3aIMCH MOJIb30BaTENs 1MOCIIe
OTIpE/IeNIEHHOr0 KOJINYECTBA MOMBITOK BBOJIA HEMPaBWJIBHOIO MMEHHU W/WJM HapoJis MOJIb30BaTeNs
o ee pasz0nokupoBaHus anMuHucTparopoM AMC uiaM MO HUCTEYEHMHM BpEMEHHU JEUCTBUS,
3aJJaHHOTO JUIsl CYETYMKA OJIOKUPOBKH.

2.4. 3amura cucreMbl 0€301aCHOCTH

AUNC pnomxHa MNpefocTaBiIATh pPsii BO3MOXKHOCTEM [uis oOecreueHHsl 3allUuThl CHCTEMBbI
OesomacHocTH. M3omsiuusi mpoueccoB W NOJAEpX aHUS JIOMEHa O€30MacHOCTH  JIOJIKHBI
oOecrieunBaTh Oe3omacHoe BbINOJIHEHUE (yHKUMH cucteMbl OezomacHoctn AMC. Bo3moxkHOCTB
OCYIIIECTBJICHUSI MEPUOIUYECKOro TecThupoBaHMs cpelpl ¢yHkuuonupoanuss AMC (anmapatHoii
4acTH) M COOCTBEHHO camux (yHKUuM cuctembl Oe3omacHoctH AWMC nomkHO obecreynBaTth
nojajepkaHue yBepeHHocTd anMuHuctparopa AWMC B LETOCTHOCTM U KOPPEKTHOCTH
(GYyHKIMOHUPOBAHUS (PYHKIUI CUCTEMbI 0€301TaCHOCTH.

3. OcHOBHbBIE (l)YHKIlI/IOHaJILHLIe BO3MOKHOCTH INOBbINICHUA HAACKHOCTH

ANC JOJIKHa o0ecrnieynBaTh HAACKHYIO 3alUTy HAAaHHBIX OT HCIMPCABUICHHBIX c00eB MIIH
OTKa30B CUCTCMBI, obOecrieynBas CJICAYIOIUE BO3MOXHOCTH T10 MMOBBIIICHNUIO HAACKHOCTH.

3.1. Pe3epBHOE KONMUPOBAHME TaHHBIX
B ANC nomxHBI BXOIUTH CTaHIAPTHBIE CPEACTBA IPEIOTBPALICHHUS IMOTEPU JAHHBIX U HX
BOCCTaHOBJIEHHs B Cllydae BO3MOXHBIX cOoeB. VMerommecss cpeacTBa pe3epBHOIO KOINMPOBAHHUS



JIOJIKHBI MTPEAOCTaBIATh [lop30BaTeNsIM BO3MOKHOCTD BBIOOpA Pa3IMYHbIX CTPATETUH Pe3epPBHOIO
KOMUPOBaHUsS, OOECIEUMBAIONINX HEOOXOMUMBIM ypOBEHb 3aIMTHl JAaHHBIX B  Cclydae
BO3HUKHOBEHHUsI cO0eB B paboTe cucteMsbl, pu 3ToM [lonp3oBaTensM 0KHA MPESOCTaBIATHCS
BO3MOKHOCTh BBITIOJIHEHUS PE3EPBHOIO KOIMUPOBAHUS JAaHHBIX HA HEChEMHBIE U CHEMHbBIC
YCTPOMCTBA XpaHEHUS.

3.2. BoccTaHoBJIeHHE CHCTEMBbI
OyHKIHOHATBHBIE BO3MOXXHOCTH BOCCTAHOBJICHUSI CUCTEMBI JOJKHBI MO3BOJISITH BO3BpAIaTh
AUC B cocrosiaue, npeamectBytomiee coorw. [Ipu 3tom B AVIC He ITODKHO MPOUCXOAUTH TOTEPH
(1160 moTepyu AOKHBI OBITh MUHUMAIBHBI) U UCKKCHHSI TaHHBIX.

3.3. CpeacTtBa agMMHHCTPUPOBAHUSA, YIIPABJIEHUS U MOLAEPKKHA
B cocraB AVIC m0mKHBI OBITh MHTETPHPOBAHBI TPaPUUECKHE CPEICTBA aIMUHUCTPUPOBAHUS
W/WIY YTHWIATHI KOMaHAHOW CTPOKH, oOecnieurBaromue 3QpGheKTHBHOE MOJIHOMACIITAaOHOE B THOKOE
ylpaBJjeHHUE (B TOM YUCIIE€ MOHUTOPHHT).

4. Cpena 6e3onacnoctu AUC

4.1. Moaeau yrpo3, xapakrepubie 1 AUC
4.1.1. OcyuiecTBiIeHHUE HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHHUS C MEPCOHAIBHBIMHU JTaHHBIMU
pabOTHUKOB M BOCITUTAHHUKOB.
HcToyHMKH YIpo3bl — BHEIIHUN 3JI0yMBIIUIICHHUK.
Cnoco0 (Meron) peaam3anMu yrpo3bl — ImepexBaT HMH(OpMaMKU U3 KAaHAJOB Iepeaayu
JIAHHBIX C UCIIOJIb30BAaHUEM CIICIMAIM3UPOBAHHBIX TPOrPAMMHO-TEXHUYECKUX CPE/ICTB.
Hcnonb3yemble yI3BUMOCTH — BO3MOXHbBIE HEJOCTATKA MEXaHHU3MOB 3alIUTHl MH(OpMALIUU
opy ee Ieperade IO KaHajlaM INepeJauyd JAaHHbIX, CBSI3aHHBIE C  BO3MOXXHOCTBIO
HECaHKIIMOHUPOBAHHOT'O 03HAKOMJICHUS C TiepeaBaeMoii nH(opManuen TpeTbux JUI.
Bua wundopManum, NOTEHUUAJBLHO TOJABEPKEHHOW Yrpo3e — TMEPCOHAIBHBIC JJIaHHbBIC
pabOTHUKOB M BOCITUTAHHUKOB.
Hapymaemoe cBoiicTBO 0€30aCHOCTH — KOHPUACHITUATHHOCTD.
Bo3mo:xkHble MOCJHEACTBHS Ppeaju3alMd Yrpo3bl — HAHECEHUS MOpPAIbHOTO H/WIN
MaTepuaibHOro yumepba nuiy, QurypupymomeMy B nepexBadyeHHOM uH@opmanuu. Hanecenue
KOCBEHHOT'O MaTepHaLHOTO yIIepoa 00pa3oBaTeIbHOMY YUPEKACHHUIO.

4.1.2. OcyuiecTBlIeHNE HECAHKIIMOHUPOBAHHOTO O3HAKOMJIEHHS C NEPCOHAJIBHBIMH JaHHBIMU

PabOTHUKOB M BOCIIUTAHHUKOB U X MoJU(DUKaIMs (B TOM YHCIIE TIOJIMEHA).
HcTouynnky yrpo3nbl — BHEIIHU 310 yMBIIIJIEHHUK.

Cnocod (Meroa) peanu3anuMu yrpo3bl — TepexBarT MHPOpMAlMM M3 KaHAJIOB Tepenaydu
JaHHBIX C HCIOJB30BAaHUEM  CIELUAIM3UPOBAHHBIX MPOrPAaMMHO-TEXHUYECKHX  CPEACTB;
Monudukanys (B TOM 4YHCIIEe MOJMEHA) MepexBauyeHHOW HHGOpPMAallMu U HaBA3BIBAHHUE JIOKHOM
uHpOpMaLIUH.

Hcnonb3yemble ysI3BUMOCTH — HEIOCTaTKHM MEXaHU3MOB 3alllUThl HMHGOpMalUU TpH €e
nepejadye Mo KaHajaM IMepefaydd JaHHBIX, CBA3aHHBIE C BO3MOXKHOCTBIO HECAHKI[MOHHPOBAHHOIO
03HAKOMJIEHHUS U MoJu(pUKaluy (B TOM YHCIIe OJMEHBI) epeaaBaeMoi HHGOpMaIuu.

Bux wHdpopManuu, NOTEHUHAJBLHO IOABEPKEHHOH YIpo3e — IIEpCOHAJIbHBIE JAHHBIE
pabOTHUKOB ¥ BOCITUTAHHUKOB.

Hapyumaemble cBoiicTBa 6€30MaCHOCTH — KOH(PHICHIIMATBHOCTb, IIEIOCTHOCTb.

Bo3mo:xkHbIe MOCJAEACTBHS PpeajM3auMd YIrpo3bl — HAHECEHUS MOpPAJIbHOTO W/WiIN
MaTepHajJbHOro ymepba iy, QUIypUpylOlleMy B IEepexXBaueHHOW HWHPOpPMALUU H3-3a
HECaHKIIMOHUPOBAHHOTO PACKPBITHA KOH(PUACHUUATBHON HMH(DOpPMALMM WM PacHpOCTpaHEHUs
PacKpBITBIX  JaHHbIX. HaHeceHMe KOCBEHHOTO MaTepHajbHOro  yiepda  JOUIKOJbHOMY
00pa30BaTeIbHOMY YUPEXKJICHUIO.



4.1.3. Hapymenue IOCTYNHOCTH, yTpaTa WIM UCKa)KEHUE INPEIOCTaBISIEMbIX MEPCOHATIBHBIX
JAaHHBIX PaOOTHUKOB M BOCIUTAHHUKOB BCJIEICTBHE COOEB (OTKAa30B) MPOTPAMMHOTO U
anmnapaTHOro 00eCIeUeHUS.

HcTounnKH yrpo3sl — IPOrpaMMHOE U allliapaTHOE 00ecIeYeHNUE.

Cnocod (Meroa) peajm3anuu Yrpo3sl — cOOu (OTKa3bl) MPOTPAMMHOTO M alMapaTHOTO
obecrieueHus.

Hcnoab3yemble YySI3BUMOCTH — HEJOCTAaTKM MEXaHU3MOB 00ECIEUCHHsI JIOCTYITHOCTHU
TpeOyeMoii HH(MOpMAIMK, CBS3aHHBIE C BO3MOKHOCTHIO OJIOKUPOBAHHS IPEIOCTABICHHUS
UHpOPMAIIUU HA HEJTOIYCTHMOE BPEMSI.

Bux wunHdopManuu, NOTEHUHAILHO IOABEPIKEHHOI Yrpo3e — TMEpPCOHATBHBIC JaHHBIC
pabOTHUKOB M BOCIIUTAHHHUKOB.

Hapymaemoe cBoiicTBO 6€30MaCHOCTH — IOCTYITHOCTb, JOCTOBEPHOCTbD.

Bo3MokHbIe  TOCJEACTBHSI  peaju3allMd  Yrpo3bl — HapylmieHHE CO  CTOPOHBI
00pa30BaTENLHOTO YYPEKACHUS B3STBIX Ha ceOsi 00s3aTENbCTB MO 00pabOTKE MEPCOHATBHBIX
JAHHBIX PAa0OTHUKOB W BOCIUTAHHUKOB M MOXXET TNPUBECTH K NPSIMOMY HJIM KOCBEHHOMY
MaTepUaIbHOMY YIIepOy JOMKOIFHOMY 00pa30BaTeIbHOMY YUPEKICHHUIO.

4.1.4. HapyueHue cOriacoBaHHOCTH JI@HHBIX B MEPCOHAJIBHBIX JaHHBIX PaOOTHUKOB U
BOCIIMTAHHUKOB BCIIEACTBHE COOEB (OTKA30B) MPOrPaMMHOIO U allapaTHOro o0ecreueHus, a TakKe
OMMOOK MepcoHaa JOMKOIBHOTO 00pa30BaATEIBHOTO YUPEIKICHHUS.

HMcTounnkm yrpo3bl — MporpaMMHOE U ammapaTHOe oOecreyeHue, MepcoHall JOIMIKOILHOTO
00pa30BaTENIbHOTO YUPEKIACHHUS.

Cnoco0 (Meroa) peaam3anuu Yrpodbl — cOou (OTKa3bl) IMpOrpaMMHOro oOecredyeHus u
OIIMOKH MEPCOHAA JOUIKOIFHOTO 00Pa30BaTEILHOTO YUPEKICHHS.

Hcnonb3yemble YSI3BUMOCTH — HEAOCTAaTKM MEXaHM3MOB OOECHEYEHHs COTIACOBAHHOCTU
nanubix B b/l AWC, cBsi3anHbIe ¢ BO3MOKHOCTBIO HAPYIIECHUSI COTJIACOBAHHOCTH.

Bun undopmanumn, noTeHUHAJLHO IOJABEP:KEHHOH Yrpo3e — TIEpCOHAJIbHBIC [aHHBIC
pabOTHHUKOB M BOCITUTAHHUKOB.

Hapymaemble cBoiicTBa 6€30MaCHOCTH AKTHBOB — JIOCTOBEPHOCTb, LI€JIOCTHOCTD.

Bo3MoskHbIe TOC/TAEICTBHSl PpeajiM3allil YIPo3bl — pPACCOTVIACOBAHWE B IEPCOHAIBHBIX
JTAaHHBIX paOOTHUKOB M BOCIIUTAaHHUKOB, XpaHuMbIX B BJ[ AUC, 4to, B cBOIO o4epeib, MPUBEIET K
BO3MOXXHOMY HAHECEHHsS MOPAIBHOTO W/WIM  MaTepHAbHOTO  ymepba  JOMIKOJIBHOMY
00pa30BaTEILHOMY YUPEXKICHUIO.

4.1.5. OcymiecTBieHne J0CTymna (03HAKOMJIEHHUS) € MEPCOHATBHBIMU JJAHHBIMM BOCIIMTAHHHKA,
XpaHUMbIMH U oOpabateiBaembiMu B AMC, Ge3 cormacusi cyObeKkTa INEpCOHAJIbHBIX JaHHBIX
(3aKOHHOTO MPEJCTABUTEIIS) MJIM OKOHYAHUSI CPOKA AEUCTBUS TAKOTO COTIacusl.

HcTounnkm yrpo3nl — yIOJHOMOYEHHBIE Ha JOCTYI K IEPCOHANBHBIM JaHHBIM BHYTPEHHUE U
BHEIIHHE 10JIb30BATEIH.

Cnoco0 (MeToa) peaju3aumu yrpo3bl — OCYIIECTBICHHE JOCTYINA K MEPCOHATBHBIM JaHHBIM
BOCIIMTAHHUKOB C HCIOJb30BAHUEM IITATHBIX CPEACTB, IPEAOCTABISIEMBIX MPOrPaMMHO-
anmapaTHeiM obecnieuernnem AVC.

Hcnonb3yemble ySI3BHMOCTH — HEJAOCTAaTKM MEXAHU3MOB 3alUThl MEPCOHAIBHBIX JAHHBIX
oOyuJaroierocsi, CBI3aHHbIE C BO3MOXHOCTBIO JIOCTYIa K HUM 0€3 MHUCbMEHHOI'0 coryiacus cyObeKTa
NIEPCOHAIBHBIX JaHHBIX MJIU I10CJIE OKOHYAHUS CPOKA €ro AEUCTBHUS.

Bua undopManum, NOTEHUHAILHO IOABEPKEHHON YIpo3e — IEpCOHAIbHBIE JAHHBIC
BOCIIUTAHHUKOB.

Hapymaembie cBoiicTBa 6€30acCHOCTH — KOHPHUACHITHATHHOCTD.

Bo3mo:xkHbBIE MOC/IECTBUSI pPeajM3alui YIpo3bl — HECAHKIIMOHUPOBAHHOE O3HAKOMJIEHHUE C
NEPCOHAIBHBIMU JaHHBIMU BEJeT K HAHECEHWI0 MOpAJbHOIO W/MIM MaTepuajbHOro yuiepoa
oOyyaromemMycs u3-3a HECAaHKLIMOHUPOBAHHOT'O PACKPHITHsI KOH(PHUASHIINATBEHOW HHPOPMALIUH.



4.1.6. Baenpenue B mHGOPMAIMOHHYIO CHCTEMY O0pa30BaTEIbHOTO YUPEKIACHUS BUPYCOB U
JPyroro BPEIOHOCHOTO IPOTPaMMHOTIO OO0ECledYeHusT TNpU B3aUMOACUCTBUM C BHELIIHHUMHU
CUCTEMaMM, a TakKe T[OJb30BaTesIMU C HOcUTeled HH(OpMaluM, HWCHOIb3YEMBIX Ha
ABTOMATH3UPOBAHHBIX pabOYHMX MECTax.

Hcrounuku yrpossl — BHYTPEHHHE T[OJIb30BAaTed W MHEPCOHAT  JIOMIKOJIBHOTO
00pa30BaTENLHOTO YUPEKACHUS, BHCITHHE CHCTEMBI.

Cnoco0 (MeToa) peaam3anMu Yrpo3bl — BHEJIPEHHE BUPYCOB M JIPYroro BPEJOHOCHOTO
IPOTPAaMMHOTO OOECTIeYeHHs NPU B3aUMOICHCTBUU C BHEIIHHUMHU cucTeMaMmu ((aiiinoBelii oOMeH,
JJIEKTPOHHAS IMoYTa M T.II.), a TaKXKe MPH HCIOJIb30BAHUU ChEMHBIX HOCUTENIEeH MH(pOpMAIUN Ha
ABTOMATHU3MPOBAHHBIX pabOYMX MECTax.

Hcnosb3yemble yA3BUMOCTH — HEJOCTATKH MEXaHU3MOB 3aIIUTHI HHPOPMALIMOHHON CUCTEMBI
00pa30BaTeNbHOTO YUPEKICHHUS OT BHEIPEHUS] BUPYCOB U JPYrOro BPEAOHOCHOTO MPOTrPaMMHOIO
oOecrieyeHns, CBSI3aHHBIE C BO3MOXKHOCTBIO BHEIPEHHUS BUPYCOB U JPYrOro BPEIOHOCHOTO
POrPaMMHOT0 OOecTeueHusl.

Bua uHpopManuM, NOTEHUHATbHO MOJABEP:KEHHOH Yrpo3e — IporpaMMHOe obecreueHue
MH(OPMALIMOHHON CUCTEMBI IOMIKOJIBHOTO 00pa30BaTEIbHOIO YUPEKICHUSI.

Hapymaemoe cBoiicTBO 6€301aCHOCTH AKTHBOB — 11€JIOCTHOCTb.

Bo3mo:xHbIe MoCIeACTBUS PeaJn3alui YIPo3bl — HApYIIEHUE PeKUMOB (PYHKIIMOHUPOBAHUS
MH(OPMALIMOHHON CHCTEMBbl 00pa30BaTEIbHOIO YUYPEXKACHUs, NoTepss (yTpara) U HMCKaKEHHE
uH(pOpMallMK, CHIKEHHWE YPOBHS 3alIUIIEHHOCTH WH()OPMAIMOHHOW CHUCTEMBI JIOMIKOJIBHOTO
00pa30BaTeNbHOTO YyUpeX/IeHus. Bener Kk BO3MOXKHOMY MaTepUalbHOMY yIIepOy IOIIKOJIbHOTO
00pa30BaTEeNbHOTO YUPEIKICHHUS.

4.1.7.  OcyuecTBieHHEe  HECAaHKLHMOHUPOBAHHBIX  HH(GOPMAIMOHHBIX  BO3ACHUCTBUIA
(MomupuKanuss KOHMUTYPAMOHHBIX JAHHBIX HPOTPAMMHO-ANMNapaTHBIX CPEACTB, TOAOOp
ayTeHTU()UKALMOHHOM HWHPOpPMALMM M T.I1.) HAa MH(OPMAIMOHHYIO CHCTEMY JOLIKOJIBHOI'O
00pa30BaTeNbHOTO YUPEKACHUS, OCYIIECTBIIAEMbIX U3 BHEITHUX CUCTEM.

HcTouynnkm yrpo3nl — BHEIIHKE 3710yMBIIIUIEHHUKH, BHEIIIHUE CUCTEMBI.

Cnocod (Meroa) peaam3anuu Yrpo3bl — HECAHKIMOHUPOBAHHbIE WH(OPMALMOHHbBIE
BO3/ICUCTBUS C UCTOJIB30BAHUEM CHEIMATM3UPOBAHHOTO IPOrPAMMHO-ANNAPATHOTO 00ECIeUeHHMS.

Hcnonb3yemble ysiI3BUMOCTH — HEJOCTAaTKU MEXaHU3MOB 3aIIUThl HHPOPMAIIMOHHOMN CHUCTEMBI
JIOUIKOJIHOT'O 00Pa30BaTEIbHOIO YUPEXKIEHUS OT HECAHKIIMOHUPOBAHHBIX BHEIIHUX BO3ACHCTBUI.

Bun mHpopManuu, NMOTEHUMAJIBLHO NOABEP/KEHHOH yrpo3e — MpOrpaMMHO-aNmapaTHOE
o0ecrieyeHre NHPOPMALIMOHHOM CUCTEMBI JOLIKOJIBLHOIO 00Pa30BaTENLHOTO YUPEXKICHHS.

Hapymaemble cBoiicTBa 0€301aCHOCTH AKTHBOB — KOH(QUAECHIINATIbHOCTD, [IEIOCTHOCTD.

Bo3MokHBIE MOCTeICTBUA Pealnu3aluy Yrpo3bl — HapyIIEHUE PEXKUMOB (DYHKIIMOHUPOBAHHUS
MH(OPMALIMOHHON CHUCTEMBI JIOIIKOJIBHOTO OOpa3oBaTEIbHOIO YUYPEKICHHS, CHI)KEHHUE YPOBHS
3alIUIEHHOCTH UH()OPMAIIMOHHON CUCTEMBI JIOIIKOJILHOTO 00pa30BaTeNbHOrO yupexxaeHus. Benet
K BO3MOXKHOMY MaTepHaIbHOMY ylIepOy.

4.2. IlMToauTnka n nean 6esonacuoctu aaa AUC
AWC nomxHa o0ecrieuuTh CIeI0BaHNE MPUBEICHHBIM HIKE TTpaBUjIaM 0€30TaCHOCTH:

JomxHa ObITH OOecrieyeHa perucTpamus U y4eT MoxydeHus (BKIIIouas yKazaHue CpoKa JIEHCTBUS)
COrJIacHs  3aKOHHOTO IIPEJICTABUTENISI BOCIMUTAaHHUKA Ha OOpabOTKY IPEJIOCTABICHHBIX WM B
JOIIIKOIbHOE 00pa30BaTeNbHOE YUPEKICHUE TEPCOHATBHBIX JaHHBIX.

JlomkHa OBITH oOOecriedeHa BO3MOXKHOCTh HAJEKHOTO XPAHCHHsI TEPCOHAIBHBIX JIAaHHBIX
pabOTHUKOB M BOCITUTAHHHUKOB (B TEUYEHHE JCUCTBUS CPOKa TPYAOBOTO JOTOBOpPA U pa3pelIeHUs
(cormacusi) Ha 00pabOTKyY MEPCOHATBHBIX JAHHBIX COOTBETCTBEHHO).

JloipkHa OBITH OOecrIedeHa BO3MOXKHOCTH Oe3omacHoro BoccraHoBiieHus AMC mocine cOoeB u
OTKa30B MPOTPaMMHOT0 00ECTICUeHHS 1 000PYAOBaHUSI.



JomkHa ObITh oOecrieueHa 3amuTa HHPOPMAIMH, COCTABJISIONICH TEpPCOHATbHBIC aHHBIC
paOOTHUKOB U BOCITUTAHHUKOB, IIPU €€ 00pabOTKe, XpaHEHUH U Nepeaaye CrelHaTu3upOBaHHBIMU
CPEICTBAaMU 3aIUTHI.

JomwkHo OBITH OOecneueHO HaludMe HaUIeKAIUX, 3AIIUIICHHBIX OT HECAHKIIMOHHPOBAHHOTO
HCIIOJIb30BaHUs, MEXaHU3MOB PETUCTpaLlUU U mpeaynpexaeHus agmunucrpatopa AVC o mro0bIx
COOBITHSX, OTHOCAIINXCA K 0e3omacHoctu AUC.

JlomkHO OBbITh 00€CreYeHO HATU4Me HAAJSKAIUX U KOPPEKTHO (DYHKIMOHHMPYIOIIUX CPEICTB
aJIMAHUCTPUPOBAHUS 0€301aCHOCTH MH(OPMAITMOHHONW CHCTEMBI JIOIIKOJIBHOTO 00pa30BaTebHOTO
YUPEXKIEHUS, TOCTYIHBIX TOJIBKO YIOJIHOMOYEHHBIM aJIMUHUCTPATOPaM.

JlomkHbl OBITH MPEIOCTaBICHbBI MEXaHU3Mbl AyTEHTH(UKALUHU, OOECIeYUBAIOLINE aJIeKBATHYIO
3alUTy OT MPSMOT0 WJIM YMBIIUIEHHOTO HapylIeHUs O€30MacCHOCTH HApYUIMTENSMU C HU3KUM
MOTEHLIMAJIOM Hama/IeHusl.

Jomxuel  ObITb OOecredeHbl MEXaHU3Mbl TEHEpallH, HaJUIekKAero W  3allUIIeHHOr0
pacnpeiesieHusl, YHUUYTOXKEHHUSI KII04eBOM HHGOpMAIMU, a TaKKe MEXaHU3Mbl IHU(pOBaHUS, U
dbopMUpOBaHUS  DJIEKTPOHHOW  mHUdpoBoil  mommucu.  JlaHHBIE  MEXaHU3MBI  JIOJIKHBI
(GYHKIIMOHUPOBATh B COOTBETCTBUU C CEPTU(HUIIUPOBAHHBIMU AITOPUTMAMHU.

4.3. IloruTuka U nesn 0e30MacHoCTH 1Ji cpeabl yHkunoHuposanusa AUC

Cpena ¢ynxnuonupoBanus AVC nomkHa 00eCHeYuTh CIIeOBAHHE TPUBEACHHBIM HUXKE
npaBuiIaM 6€30MaCHOCTH:
Homxkna ObITh oOecriedyeHa WHKEHEPHO-TEXHHYECKas YKPEIJIEHHOCTh OOBEKTOB pa3MEICHHS
cucTeMbl 00pabOTKM, XpaHEHUS U nepefayd HMHPOpPMAaLUHU, COAEp)Kalled CBEICHHUS O
NEPCOHAIbHBIX JaHHbIX.
OOBeKThl pa3MeLICHUsI CUCTEMbl 00pabOTKHU, XpaHEHHsI U Iepefauyd MHPOpMaluu, COoAeprKallen
CBEICHMSI O IEPCOHANbHBIX JIaHHBIX, JOJDKHBI OBITh O0OpYIOBaHbl CUCTEMOH OXpaHHOMU
CUTHAJIM3ALIUY.
JlomwkHa OBITh HMCKJIIOYEHA BO3MOXHOCTh HECAaHKIIMOHHPOBAHHOTO (PH3MUECKOTO JOCTyNa K
IpOrpaMMHO-alIapaTHBIM 3JIEMEHTaM CHUCTEMbl 00pabOTKH, XpaHEHUs M Iepeaayr MHpopMaluy,
coJieprKalleil cBeJIeHUs O MEPCOHANbHBIX JAHHBIX, CO CTOPOHBI IOCTOPOHHUX JIUII.
Ha oObexTax cuctembl 00pabOTKH, XpaHEHUs U Teperaud MHPOpPMaLK, CoepkKalleil CBeAeHUs O
NEPCOHAIbHBIX JaHHBIX, JOJDKHO OBITh O0ECIEYeHO HAJIWYMEe M HaJyIeXkKallee HCIOJIb30BAHHE
CPEICTB aHTUBUPYCHOM 3alUTHI, CEPTUPHUIHUPOBAHHBIX MO TpeOoBaHUAM Oe3omacHOCTH. JoKHO
OBITH 00ECTICYCHO PETYIISIPHOEC OOHOBIICHHE aHTUBUPYCHBIX 0a3.
OObekThl cucTeMbl 00pabOTKHM, XpaHEHUs W Iepenaud HH(pOpMalMM, coleprKalledl CBEACHUs o
NEPCOHAIBHBIX JIaHHBIX, JOHKHO OBITh MOJKIIOYEHB! K BHEIIHUM BBIYUCIUTEIBHBIM CETSAM OOIIEro
NOJI30BAHMS C  HCIIOJIB30BAHMEM  HAQMIEXKAIIUX CPEICTB  MEXKCETEBOIO  JKPaHUPOBAHMA,
cepTUUIUPOBAHHBIX MO TPeOOBAaHUAM 0€30MaCHOCTH.
Ha oObexTax cuctembl 00pabOTKH, XpaHEHUsS U Meperaud MHPOpMaluu, coepxKaliei cBeieHus o
NEPCOHAIbHBIX JIaHHBIX, JODKHO OBITh OO0ECIeYeHO OTCYTCTBHE HEIITAaTHBIX MPOrPaMMHBIX
CpeACTB, HE HMEIOIMX OTHOLIEHHEe K THporeccy (YHKIHOHUPOBAHUS  JIOLIKOJIBHOTO
00pa30BaTENIbHOTO YUPEKIACHHUS.
Jomkubel OBITH oOOecreueHbl YCTaHOBKAa, KOH(UIYpUpPOBaHHME U yIIpaBlIeHHE MPOTrPaAMMHO-
annapatHeiMu cpernctBaMu AMC B cOOTBETCTBHM € PYKOBOJCTBAMHU M COTJIACHO OLIEHEHHBIM
KOH(HUTypaIHsIM.
[lepconan, orBeTcTBeHHBIH 3a anMuHuctpupoBanue AMC, nomkeH ObITh OJAaroHaJCKHBIM H
KOMIIETEHTHBIM, U PYKOBOJCTBOBATHCS B CBOEH I€ATENBHOCTH COOTBETCTBYIOLIEN TOKYMEHTALIUEM.
VYnonnomouennsle Ha pabory ¢ AMC onepatopsl JOMKHBI OBITH  OJIaroHaIEKHBIMHU,
PYKOBOJICTBOBAaThCS B CBOEW paboTe SKCIUTyaTallMOHHOM JokymeHTauuedl Ha AMWC, a wux
COBMECTHBIE JIEHCTBUSI JOJDKHBI OBITh HANpaBl€Hbl HCKIIOYUTENBHO HA BBINOJIHEHHE CBOMX
(YHKIMOHATIBHBIX 00s3aHHOCTEH.



